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An Essentia Security Blanket: Document Retention Policies

Document retention—especially
the retention of electronic data—is a
necessity for every company. In the
twenty-first century business world,
companies are creating and storing
electronicinformation and printing out
hard copies of documents daily. But
for modern businesses, al of these
documents can be expensive to store,
electronically or in offsite storage fa-
cilities. So how does a company bal-
ance the need to retain documents for
business and legal purposes with the
desireto keep costsdown by disposing
of superfluous documents?

What |s the Law? How
Long Are You Required to
Retain Documents?

First, aside from specific regula
tionsand laws governing particular in-
dustries or instances, there is no uni-
form law of document retention. There
are many statutes that govern record
retention, including statutesrelating to
employee records, federal tax docu-
ments, wage and compensation re-
cords, documentsrelating to employee
benefits, health and safety documents
(OSHA), and the requirements for re-
tention range from one year to thirty
years. Also, companieshavetokeepin
mind that there are statutes of limita-
tions, which aredifferent dependingon
what type of cause of action may be
asserted by or against the company.
The statute of limitations for contract
clamsis six (6) years and the statute
of limitationsfor tort claimsisthree(3)
years or four (4) years depending on
the type of action. Obviously, you do
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not want to dispose of any records that
absolveyouof ligbility inalawsuit. So,
to determinethe appropriate document
retention period for your company,
you must consider thefederal and state
regulatory requirements, statutes of
limitations, contractual obligations,
and business considerations.

Thus, document retention policies
should be tailored to the needs of your

specific company. There is, however,
acommon law duty to preserve docu-
ments and information once a com-
pany is put on notice of potential or
pending litigation. And what isbecom-
ing increasingly clear, is that not hav-
ing a document retention policy or a
plan for implementing a so caled,

Continued on page four.

Massachusetts Department of Revenue
Grants Amnesty to Delinquent Taxpayers

By Michael T. O’ Neil, Esq.

Massachusetts has established atwo-month tax amnesty period ending on
Junel, 2010, in order to encourage the payment of delinquent tax obligations
to the Commonwealth. The Amnesty Program is primarily limited to the
following existing business tax liabilities: sales/use tax, mealstax, material-
man sales tax, withholding income, pass-through entity withholding, lottery
annuity withholding, room occupancy excise, deeds excise, cigarette excise,
club acohol beverage excise, gasoline excise, special fuels excise, special
fuels excise local option, and boat/recreational vehicles salestax.

The Commissioner will notify taxpayers of their eligibility to participate
in the Amnesty Program. Only those taxpayers to whom a “ Tax Amnesty
Notice” has been issued will be eligible. Under the Amnesty Program, if a
taxpayer isnotified by the Commissioner that the taxpayer iseligibleand the
taxpayer paysthefull amount of tax and interest duefor any period as shown
onthe" Tax Amnesty Notice,” the Commissioner isauthorized to waive all
unpaid penalties including those imposed for failure to timely file areturn;
failure to file a proper return; failure to timely pay atax liability; failure to
file, report or pay electronically; and failureto pay the proper amount of any
estimated tax payment for such period.
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Americans with Disabilities Act Amendments

The Americanswith DisabilitiesAct
Amendments Act (ADAAA), which
went into effect last year, wasalegida
tive response to U.S. Supreme Court
precedent. The ADAAA generally
makes it easier for some employees to
establish themselves as“ disabled” and
to require accommodations from their
employers. Recently, the Equal Em-
ployment Opportunity Commission
(EEOC) fleshed out the import of the
ADAAA when it issued new regula
tions and an interpretive guidance.

The following are some of the im-
portant ADA issues addressed by the
ADAAA and itsimplementing regula-
tions.

“ Regarded As’ Claims

Thereremainthreewaysto be” dis-
abled” for ADA purposes: by having a
physical or mental impairment that
substantially limits one or more major
life activities; by having a record of
such an impairment; or by being re-
garded as having such an impairment.
The bar has been lowered for making
out a“ regarded as’ claim.

It used to be that a plaintiff had to
establish that because of a mistaken
belief about the individual’'s impair-
ment, the employer regarded him or
her as either unable to perform or se-
verely restricted in performing some
magjor life activity. Now, under the
more relaxed standard, the plaintiff
need only show that the employer be-
lieved that the individual could not
perform the particular job at issue.

Major Life Activities

The thrust of the new rules is that
the determination as to disability
should betilted in favor of broad ADA
coverage and should not require exten-
siveanalysis. Anindividual’ sability to
perform a mgjor life activity will be
compared to most peopleinthegeneral
population, often with more reliance
on common sense than on scientific or
medical evidence. Itisenough for dis-
ability status if only one major life
activity is substantially limited.

The origina ADA and its regula
tions mention a number of major life
activities, substantial limitations of
which can lead to afinding that a per-
son is disabled. These include such
things as caring for oneself, perform-
ing manual tasks, seeing, hearing, eat-
ing, speaking, and walking, among
other things.

Curiously enough, considering that
the ADA ismeant to prohibit atype of
employment discrimination, before
the latest legidlation and regulations
came into effect, the federal appellate
courts were divided over whether

“working” was a major life activity.
Now that question has been answered
in the affirmative.

The new measures add reaching,
sitting, and interacting with others to
the ADA’s list of specific major life
activities. Cardiovascular and lym-
phatic systems, and functions of the
skin and specia sense organs, have
been added to the list of the major
bodily functions that comprise a sub-
category of major life activities.

Continued on page three.

those businesses.

or personnel policy.

E-Mailed Documents Allowed

Shortly before heleft the employment of aresidential treatment center for
addicted persons, an employee e-mailed some of his employer’s documents
to his and his wife's personal e-mail accounts. The employee operated two
consulting businesses of his own concerning addiction rehabilitation serv-
ices. The employer’s documents, including its financial statement and the
names of past and current patients at the center, could have been useful to

When the employer discovered that the documents had been e-mailed, it
sued thethen-former empl oyee under thefederal Computer Fraud and Abuse
Act (CFAA). The CFAA provides civil (and crimina) remedies for know-
ingly accessing aprotected computer without authorization or for exceeding
authorized access. A federal appellate court ruled in favor of the employee.

The language in the CFAA prohibiting the accessing of a computer
without authorization means that the person has not received permission to
usethe computer for any purpose (such aswhen ahacker accessesacomputer
without permission), or when a computer owner, such as the employer, has
rescinded permission and the defendant uses the computer anyway. Neither
scenario describes what happened in the case before the court.

Theemployee, solong asheremained employed, had permissionto access
and use the company’ s computers. There was no written employment agree-
ment or set of guidelines for employees that might have prohibited or
restricted employees of the company from e-mailing the company’s docu-
ments to personal computers. If keeping in-house documents in-house was
apriority for the company, it would have been wise to incorporate appropri-
ate restrictions on computer access and use by employeesinto an agreement




Recently, the Credit Card Account-
ability, Responsibility, and Disclosure
Act of 2009 (the Credit CARD Act)
went into effect. Congress saw apress-
ing need to protect consumers from
abusivefees, penalties, interest ratein-
creases, and other unjustified changes
in the terms of credit card accounts. A
new hike in the pendlties for violators
of the Act will provide extraincentive
for compliance.

A few of the highlights of the Act
are:
¢ The Act prohibits rate increases on

existing balances dueto “ any time,

any reason” or“ universal default,”
and severely restricts retroactive
rate increases due to late payments.

¢ Contract terms must be clearly
spelled out and must remain in
place for all of the first year. Com-
panies may continue to offer pro-
motional rateswith new accountsor
during the life of an account, but
these rates must be clearly dis-
closed and must last at least six
months.

¢ Institutions are required to give
credit card holders a reasonable
time to pay the monthly bill—at
least 21 calendar days (up from 14)
from the time of mailing.
¢ Credit card companies are required
to apply excess paymentsfirst to the
highest interest balance (usually for
new purchases), as most consumers
would expect them to do but which
some companies have not done be-
causeitisnot as profitable.

¢ TheAct ends the confusing practice
by whichissuersusethe balanceina
previous month, even if dl or apart
of itwaspaid off, to cal culateinterest
charges on the current month. Many
consumers likely were not even
aware of this particular practice,
caled “ double-cycle’ hilling.

Credit CARD Act

Credit card holders will find it eas-
ier to avoid over-limit fees because
institutions now have to obtain a con-
sumer’ s permission to processtransac-
tionsthat would placethe account over
the limit. So that consumers can better
avoid unnecessary costs and manage
their finances, creditors must give con-
sumers clear disclosures of account
terms before consumers open an ac-
count and clear statements of the activ-
ity onconsumers’ accountsafterwards.

The Act contains new protections
for college students and young adults,
formerly a favorite target for blanket
marketing of credit cards. Among
other things, there is a new require-
ment that no card be issued to anyone
under 21 unless he or she submits a
written application, with either thesig-
nature of a co-signor over 21 or infor-
mation showing independent means
for repaying the credit card debt.

ADAAA

Continued from page two.

Mitigating Measures
Previoudly, a person was not im-
paired for ADA purposesif his or her
impairment could bemitigated, suchas
by medication or medical devices. Un-
der the new regulations, such positive
effects of mitigating measures are ig-
nored in determining whether an im-
pairment is substantially limiting.

Episodic Impairments

The ranks of potentia plaintiffs un-
der the ADA will also increase because
of the rule applicable to those with an
impairment that is episodic or even in
remission, such as epilepsy, hyperten-
sion, multiple sclerosis, asthma, diabe-
tes, and some mental illnesses. In such
cases, anindividual isdisabled if, when
the condition is active, theindividud is
substantialy limited in amgjor life ac-
tivity.
Per Se Disahilities

To head off a prolonged argument
over whether anindividual is disabled

in the first place, and proceed to the
consideration of possible accommoda-
tions by an employer, the new regula
tions effectively declare certain condi-
tionsto be per sedisabilities. Examples
include blindness, deafness, intellec-
tual disabilities, missing limbs, and
any mobility impairments requiring a
wheelchair.

Conclusion

Up until now, many ADA plaintiffs
lost on the threshold issue of whether
they were even “ disabled” within the
meaning of the ADA, rendering other
issues moot. In the future, many more
such plaintiffs will successfully cross
thefirst hurdle. Thiswill lead to more
consideration and the fleshing out of
suchthorny ADA issuesaswhether the
employer acted with a discriminatory
motive, whether the employer met its
duty to accommodeate the disabled per-
son, and whether different treatment of
the disabled person could be justified
by a significant risk of substantial
harm to the person or to othersin the
workplace.

Actual resolution of legal issues depends upon many factors, including variations of facts and state laws. This newsletter is not
intended to providelegal advice on specific subjects, but rather to provideinsight into legal developmentsand issues. The reader
should always consult with legal counsel before taking action on matters covered by this newdletter.




Document Retention
Continued from page one.

“litigation hold” can have disastrous
conseguences as Courts have sanc-
tioned companies for improperly han-
dling documents and failing to pre-
serve records.

Deciding tokeep all documentsfor-
ever may also lead to liability, asthere
have been cases where old damaging
documents that could have been le-
galy destroyed were discovered dur-
ing litigation and incul pated the com-

pany.
A Formal Policy isaMust.

All companies should haveaDocu-
ment Retention/Destruction Policy
(“ DRP"). A DRPestablishesrulesand
guidelinesfor your employeesrelative
to the storage, retention and destruc-
tion of documents and records, both
electronic and hard copies. The DRP
should provideorganization, saveyour
company time and resources, and most
importantly, ensure you are keeping
documentsyou arelegally obligated to
retain while properly destroying docu-
ments that may prove harmful. There
is no one size fits all document reten-
tion policy.

When developing your DRP, con-
sider the following:

e If your company is governed by
federal or state law or regulations,
follow them;

« |f federal and state regulations con-
flict, follow the more stringent re-
quirement;

e |f there are industry standards,
abide by them;

¢ Definehow long, how and whereto
store both paper and electronic re-
cords, making sure you detail spe-
cific retention periods for certain
categories of records;

¢ Make sure you understand how to
properly destroy electronic data;

e Make sure you have considered all
forms of data (blackberry, laptop,
Zip drive etc);

¢ Describe the manner in which to
organize and store records so they
can berecovered with relative ease;

» Specify how records are to be de-
stroyed when their retention period
has expired;

» Detail when the policy should be
suspended (“ litigation hold” );

» Specify the individual(s) responsi-
ble for enforcing and monitoring
the palicy;

» Definependtiesfor non-compliance;

e Reviewthepolicy onaregular basis.

Implementation is Key

A document retention policy may
look extraordinary on paper, but every
person on your staff must be made
aware of itsexistence, and it should be
enforced. Adhering to a policy may
limit liability because it will provide a
clear date for expungement of records
and aclear defenseif thereislitigation.
Selective enforcement is a sure ticket
to a spoliation of evidence or obstruc-
tion of justice charge.

Saving unnecessary documents, pa-
per or electronic, can constitute a sig-
nificant danger. There have been many
companies that saved documents
which came back to bite them. On the
flip side, not retaining a document
which you are legally obligated to re-
tain, can have severe repercussions.
So, drafting a policy which balances
the risks and benefits and meets the
needs of your company is essential.

Remember too that document re-
tention policies have rea benefits for
companies. They preserve the storage
space on the network, on user’s desk-
tops and at off site storage facilities.
They optimize network performance.
They lessenthechanceof having docu-
ments used against you in lawsuits.
They force an imposed order which
can be useful to productivity, and if all
documents are properly stored, they
prevent duplication of efforts.

In the end, when it comes down to
litigation or agovernment information
request, the most important reason to
have a workable and active document
retention policy isthat it can persuade
a court that the documents that no
longer exist were purged in accordance
with a policy and not willfully de-
stroyed or spoliated. Courts do not

have a lot of patience for companies
that mismanage or delete documents
on an inconsistent basis.

If you need assistance in drafting a
document retention policy or need fur-
ther information regarding legal reten-
tion requirements, including specificre-
quirements on how long certain docu-
ments must be maintained, pleasedo not
hesitate to contact Jenifer M. Pinkham
at Schlossherg, LL Cat 781-848-5028 or
jpinkham@sabusi nesslaw.com.

Car Deders Clash
with Website

In avariation on afamiliar phrase,
a federal trial court effectively has
ruled that, in the context of a website
posting customers' reviewsof their re-
tail buying experiences, “you can't
blame the message board.”

In the case before the court, the
defendant was an online consumer &f-
fairs company that allowed third par-
ties to post commentary on the com-
pany’ swebsite about their impressions
of various businesses. The plaintiffs
were agroup of franchised car dealers
who went on the offensive because of
severd less than complimentary re-
views of their dealerships by custom-
erswho posted reviews on thewebsite.

The dealerships claims of defama-
tion and tortious interference with
business expectancy failed because of
aprovisioninthefederal Communica-
tions Decency Act. The statute, by its
plain language, creates a federal im-
munity to any cause of action that
would make providers of any interac-
tive computer service liable for infor-
mation originating with a third-party
user of the service. Specificdly, the
law precludes courtsfrom entertaining
claims that would place a computer
service provider in apublisher'srole,





